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The study is aimed at providing a systematic substantiation of the relationship between crises in the sphere of
foreign economic activity and the state of an enterprise’s security environment. It also proposes a conceptual model
for crisis management under conditions of war and global instability. A matrix for assessing the impact of the most
typical crises — including military, energy-related, financial-currency, informational, and human resource crises —
has been developed. The matrix evaluates their influence on the core components of an enterprise’s security
environment, namely: economic, personnel, informational, technogenic, and reputational security. Based on this
analysis, the paper develops a conceptual model of crisis management in the context of foreign economic activity,
which incorporates three key managerial levels: diagnostics, response, and security environment formation. The
model operates as a closed management loop, reinforcing the continuous adaptation of the enterprise to emerging
threats. The results of this study have practical relevance for designing corporate security strategies, assessing
enterprises’ preparedness for crisis challenges, and formulating evidence-based approaches to enhancing the
economic resilience of enterprises and critical infrastructure entities within the global environment.
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JocnidxeHHs cripsmosaHe Ha cucmemMHe 06rpyHmMyBaHHs B3aEMO38'I3Ky MiX KpU308UMU cumyauyismu y cebepi
30BHIUWHbOEKOHOMIYHOT Qisi/IbLHOCMI Mma cmaHoM 6e3MeKk08020 cepedosuwa rMonpuemMcmsa, a makox Ha po3pooKy
KOHYenmyasibHoi MoOesli yrpas/iHHS Kpu3aMu 8 yMosax BillHU ma 2/106a/1bHOi HecmabisibHocmi. ObrpyHmMosaHo
akmyasibHiCmb MPOBEOEHHST HayKOBOI PO3BIOKU 3 027190y Ha nompeby 4imKo20 PO3MeXYBaHHSI MOHSIMb «yrpas-
JIHHST KPU30BUMU CUMyauyisiMu», «6e3nekosull MEHEOXXMEHM», «EKOHOMIYHa 6e3rneka» ma «besnekose cepedosu-
we», OCKI/IbKU iX ceMaHmuyHa 6/1U3bKICMb YCKIAOHIOE BUSHAYEHHS YNPas/liHCLKUX IHCMPYMEeHmMIB | npakmuyHuUX
pileHb. 30iliCHEHO KOHMEeHM-aHasli3 ma meopemuyHy PEKOHCMPYKYit0 (hyHKUYIOHA/IbHUX 38'513KiB MK 3a3Ha4eHUMU
KamezaopisiMu 6e3reKo3Hascmaa, wo 003B80/1U/I0 yMOYHUMU IX 3Micm, K/IKOHOBI BIOMIHHOCMI ma B3aEMO3B'sI3KU Y
HaykosoMy suUMIpi. [TpoBedeHO Knacugbikayito kpuzosux cumyayili y 3E/] 3a HU3KOH Kpumepiis (9Xepesio BUHUKHEH-
Hs1, Npo2Ho30B8aHicmb, Macwmab, mpusasicme 0il, Npupoda), Wo cMBoproe nepedymosu 07151 po36ydosU cucmemu
PU3UK-OpIEHMOBaH020 yrpasiHHA nidnpuemcmsamu. ChopMosaHo Mampuyro oUiHKU 8naugy Halibisibw munosux
Kpu3 (BOEHHUX, eHep2emuyHUX, (hiHaHCOBO-Ba/IIOMHUX, iHGhopMayilHUX, KadpoBUX) Ha K/IKYOBI KOMIOHEHMU 6e3-
Mekoso2o cepedosuya nmiornpuemcmasa (EKOHOMIHHY, Kadposy, iHghopmayiliHy, MEXHOREHHY, penlymayiliHy 6e3rneky).
Po3pobrieHo KoHyenmyasibHy MOO€/Ib Yrpas/liHHS Kpusamu y cghepi 3E/L, sika nepedbadae mpu pisHi yrpas/liHHS —
diazHOCMUKY, peazysaHHs1 ma hopMyBaHHs1 6e3rMekoso20 cepedosuuia — U (YYyHKYIOHYE sIK 3aMKHEHUU Yrpas/liH-
CbKUl YUK/, 3anporoHosaHa Mode/b € MaclumabosaHor, adalimusHO 00 yMoB BilIHU ma Bpaxosye My/ibmu-
BUMIpHICMb Cy4YaCHUX 3a2p03, 3abe3rneyyodu MOEOHaHHS MPEeBeHMUBHUX, PeakmusHUX | cmpameaidHuX rmioxodis
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00 ynpas/iiHHA cucmeMoro 6e3rneku nionpuemcmsa. Pe3ysismamu 00CNIOXeHHS Maromb PakmuyHe 3Ha4eHHs 071
PO3PO6KU KopriopamusHUX cmpamezili 6e3neku, OyiHKU 20mosHOCMI MidNpUeMCmMB 00 KPU30BUX BUK/IUKIB ma ¢hop-
MyBaHHS1 HayKOBO-MpakmMu4yHUX nioxoodis 00 3abesnevyeHHs1 EKOHOMIYHOI cmilikocmi nionpuemMcms i 06’'ekmis Kpu-

MUYHOI iHghpacmpykmypu y MiXXHapOOHOMY cepedoBULi.

Knrodosi cnosa: Kpu3ose ynpas/liHHS, 30BHIWHbOEKOHOMIYHA Oisi/ibHICMb, €KOHOMIYHA 6e3neka, Yrnpas/iHHS

6e3nekoro, cepedosuue b6e3neku, 3a2po3u, PU3UKU.

Statement of the problem. The operational
environment of modern Ukrainian enterprises
engaged in foreign economic activity is charac-
terised by high dynamism, significant uncertainty,
and elevated risk. Constant shifts in global eco-
nomic trends, currency and financial fluctuations,
politico-legal conditions, and logistical constraints
considerably complicate the management of inter-
national operations. These challenges have been
exacerbated by the full-scale military invasion of
the Russian Federation, which not only intensi-
fied the adverse impact of these factors but also
created additional threats to the stability of foreign
economic relations and the effective functioning of
enterprises.

In the context of escalating systemic threats
and global crises, the need for the development
of modern scientific approaches to crisis manage-
ment in the sphere of foreign economic activity has
become increasingly urgent. Such approaches
must integrate the tools of security management
and risk-oriented governance. Ineffective mana-
gerial decisions in this area can result in the loss
of international markets, financial losses, contract
disruptions, supply chain blockages, cyberattacks,
partner withdrawal, and reputational damage.
Collectively, these factors shape a hazardous envi-
ronment for enterprises operating at the interna-
tional level.

At the same time, timely, well-grounded, and
adaptive managerial decisions can significantly
enhance the level of economic, currency-financial,
logistical, informational, and reputational security
of enterprises, thereby laying the foundation for
the formation of a resilient security environment in
foreign economic activity.

Accordingly, crisis management in enterprises’
foreign economic operations performs a dual func-
tion: on the one hand, it serves as a mechanism for
preventing and neutralizing threats arising within
global supply chains and financial flows; on the
other hand, it acts as an instrument for shaping
and sustaining the enterprise’s security environ-
ment in international markets.

This highlights the relevance of scientific inquiry
aimed at identifying the interconnections between
managerial decisions in the sphere of crisis man-
agement of foreign economic activity and the state
of enterprises’ security environment, which consti-
tutes an important scientific and practical challenge
for contemporary economic research.

Analysis of recent research and publica-
tions. In recent years, the academic community
has devoted considerable attention to examining

the challenges of ensuring economic and organi-
zational security of enterprises under conditions
of intensifying internal and external threats. These
issues have gained particular relevance in con-
nection with the transformation of the conditions
for conducting foreign economic activity (FEA),
driven by globalisation processes, the destabilisa-
tion of international markets, disruptions to supply
chains, and currency fluctuations. The full-scale
military invasion of the Russian Federation has
caused profound structural changes in enterprises’
risk profiles, further amplifying uncertainty in the
sphere of FEA and reinforcing the demand for new
scholarly approaches to crisis management.

A significant contribution to the development
of theoretical and methodological foundations
for shaping the enterprise’s security environment
has been made by Franchuk V., Pryhunov P,
Melnyk S., Hobela V., and other scholars [1; 3; 16].
They conceptualize the security environment as a
complex category encompassing financial, orga-
nizational, legal, informational, and international
aspects of enterprise activity. In the domain of busi-
ness risk assessment—factors that pose threats to
economic security — the works of Hnylytska L.,
Nakonechna N., and co-authors [2] are particularly
noteworthy, as they established methodological
foundations for creating security-oriented models
of enterprise management.

Substantial scholarly attention has also been
directed toward investigating the transformation
of economic and logistical threats during wartime,
as reflected in the studies of Faifer S., Ryzhkov S.,
D’omin S., Vasiutkina N., and Vatashchuk V. [5; 13;
15]. Their works emphasize the necessity of consid-
ering multidimensional risks when designing strat-
egies for crisis management in international trade.
The systematization of crises and their impact on
the economic, financial, and informational security
of enterprises has been carried out in the works
of Kovalchuk I., Myskyv H., Lebedieva T., and
Zhovnerchuk V. [10; 12; 11], the findings of which
provided the basis for constructing matrices to
assess the impact of crises on key components of
the security environment.

Theoretical principles of security management
as an integrated system of risk and crisis threat
governance have been explored in the research of
Haidai N. [6], and further generalized in the context
of corporate resilience in the works of Hobela V.,
Zhyvko Z., Leskiv H., and Melnyk S. [7; 8]. Other
scholars, such as Karkovska V., Khomyn R.,
Yakymets M., and Sudomyr N. [9], have under-
taken detailed analyses of the destructive influence
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of crises on enterprise activity, offering deeper
insights into the nature of threats within the sphere
of foreign economic activity.

Highlighting previously unresolved parts of
the overall problem. Despite the substantial body
of scholarly contributions, a number of aspects
remain insufficiently explored. In particular, there
is a lack of comprehensive research on the inte-
gration of crisis management and security man-
agement within the framework of foreign economic
activity, taking into account the specificities of inter-
national contracts, currency risks, and transna-
tional supply chains. Equally pressing is the need
to develop scalable models of security strategies
in the sphere of foreign economic activity and to
adapt them to the conditions of protracted warfare
and global economic instability. These gaps under-
score the relevance of the present study, which
is aimed at designing a conceptual model of cri-
sis management in enterprises’ foreign economic
operations as a mechanism for shaping a resilient
security environment.

Setting the task. The purpose of this research
is to systematically substantiate the relationship
between crisis management in foreign economic
activity and the formation of the enterprise's secu-
rity environment, and to develop a conceptual
model for managing crises in the context of inter-
national operations during wartime instability. To
achieve this purpose, the following research objec-
tives have been formulated:

— o reveal the essence and interrelation of the
concepts of “crisis management”, “security man-
agement”, “security environment”, and “foreign
economic security” based on theoretical analysis;

— to systematise and classify the types of cri-
ses affecting enterprises’ foreign economic activity
under conditions of prolonged wartime and global
instability;

— to build a matrix of the impact of crises on
the components of the enterprise's security envi-
ronment, considering external economic risks;

— to propose a conceptual model of crisis man-
agement within the sphere of international oper-
ations that ensures the holistic formation of the
enterprise's security environment;

— to justify the necessity and advantages of
integrating crisis management and security man-
agement as a strategic mechanism for protect-
ing the enterprise’s foreign economic activity and
ensuring sustainable development in a turbulent
environment.

Summary of the main results of the study.
The academic literature reveals a significant termi-
nological proximity between the concepts of crisis
management and security management, as well as
between foreign economic security and the broader
category of the security environment. Within the
context of foreign economic activity (FEA), this
distinction is particularly important, since crises
in international trade tend to be multidimensional,
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combining economic, financial, logistical, political,
and legal risks.

Clarifying the distinctions among these cate-
gories enables a more precise placement of crisis
management within the overall security manage-
ment framework. It also demonstrates that for-
eign economic security is only a component of a
broader construct — the enterprise’s security envi-
ronment. This approach lays the groundwork for
developing systemic managerial decisions aimed
at ensuring enterprise resilience amid international
competition, exchange rate volatility, and geopolit-
ical disruptions.

Security management is viewed as an inte-
grated and systematic approach to ensuring the
protection of an enterprise from both internal and
external threats. It entails the planning, organizing,
motivating, and controlling of managerial actions
directed at risk minimization and the formation of
secure operating conditions for the organization
[1]. Recent domestic research emphasizes that
the effectiveness of security management largely
depends on its ability to integrate financial, organi-
zational, and foreign economic dimensions into a
single adaptive governance system [2].

Crisis management (CM) in the FEA context
is interpreted as a complex of managerial deci-
sions and measures encompassing risk forecast-
ing, rapid response to crisis events, restoration of
functional resilience, and mitigation of negative
impacts on the enterprise [3; 4]. Functionally, CM
is considered a structural component of the secu-
rity management system, focused on ensuring the
enterprise’s operational endurance under crisis
conditions in the international environment.

The integration of CM into the broader frame-
work of security management establishes prereq-
uisites for forming a holistic enterprise security
environment capable of adapting to global mar-
ket shifts and absorbing multidimensional risks.
Such an approach is essential for maintaining the
sustainability of business models oriented toward
international cooperation, enabling firms to mini-
mize the consequences of financial, logistical, and
geopolitical crises inherent in modern foreign trade.

The security environment is defined as a set of
conditions that ensure the protection, resilience,
and growth potential of an enterprise, even in the
presence of internal and external threats. It encom-
passes all forms of security — economic, financial,
social, environmental, informational, and techno-
genic — and provides an integrated foundation for
effective risk management [1].

Under conditions of active foreign economic
engagement, the security environment acquires
additional complexity. Interaction with inter-
national partners, currency markets, customs
authorities, and transnational regulatory institu-
tions expands the spectrum of risks, necessitat-
ing a comprehensive approach to safeguarding
business operations.
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Economic security plays a central role within the
security environment, as it ensures financial sta-
bility, investment attractiveness, competitiveness,
and autonomy of the enterprise in a global eco-
nomic context [6; 7]. However, economic security
should not be conflated with the broader concept of
the security environment. Rather, it should be seen
as a functional component that is tightly intercon-
nected with other types of security. Financial sus-
tainability in FEA requires coordinated interaction
with informational, legal, reputational, and techno-
genic security dimensions, forming a comprehen-
sive model of corporate protection.

To enhance theoretical clarity regarding the
relationships among the core categories of mod-
ern security studies, it is advisable to visualize their
functional and semantic distinctions. This facilitates
the identification of the role of crisis management
within the architecture of security management and
highlights the place of economic security within the
broader framework of an enterprise’s security envi-
ronment (fig. 1).

As illustrated in the figure, the concept of crisis
management (CM) is conceptualised as a func-
tional subsystem within the enterprise's security
management architecture. It primarily performs a
reactive role, aimed at identifying, localising, and
mitigating the negative consequences of crisis phe-
nomena that arise during enterprise operations,
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particularly within the domain of foreign economic
relations.

In contrast, the security environment is shaped
as an integral outcome of implementing strategic
and operational managerial decisions. These deci-
sions encompass various components of corpo-
rate security, including economic, human resource,
informational, legal, reputational, and other
domains. Together, they ensure stability, resilience,
and continuity of the enterprise's functioning and
development, especially under conditions of esca-
lating global risks and external uncertainties.

As a result of comprehensive theoretical analy-
sis, a conceptual matrix has been developed that
reflects the systemic, functional, institutional, and
synergistic interrelations among the following core
categories: crisis management, security manage-
ment, foreign economic security, and the enter-
prise’s overall security environment.

This matrix serves as a framework for under-
standing the dynamic interactions and hierarchi-
cal roles of these categories within an integrated
model of enterprise resilience, especially under the
influence of multifactorial crises in global economic
systems (fig. 2).

This type of visualization not only clearly out-
lines the logical interconnections between key con-
ceptual categories but also defines their hierarchi-
cal order and functional roles in shaping a stable
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Figure 1. Conceptual mapping of relationships and distinctions between concepts
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Figure 2. Conceptual matrix
of interconnections between crisis
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Source: developed by author

security environment for the enterprise, particularly
in the context of active participation in foreign eco-
nomic activity (FEA). Such an approach provides
the foundation for a systematic assessment of risks
arising from both internal and external sources and
enhances the effectiveness of managerial deci-
sion-making under crisis conditions.

Based on an analysis of scholarly literature,
enterprise strategic documents, and current ana-
Iytical reports, it has been established that, under
war-related circumstances, the most critical types
of crises impacting the security environment of
enterprises engaged in FEA include:

« military-political crises — direct consequen-
ces of armed conflict, including destruction of pro-
duction and logistics infrastructure, port blockades,
loss of external sales markets, and termination of
international contracts;

* energy crises — large-scale power outages,
resource shortages, and disruptions in logistics
continuity;

* human resources crises — outflow of highly
skilled personnel, mobilization of key staff, evacu-
ation of employees, and heightened levels of psy-
chological exhaustion;

e cyber threats and information risks — tar-
geted cyberattacks on IT infrastructure, disruption
of FEA-related communications, and breaches of
sensitive information;

« financial and economic shocks — sharp fluc-
tuations in currency exchange rates, declining
demand in global markets, reduced export reve-
nues, and restricted access to external financing.

In light of these challenges, there arises
an urgent need to develop a methodological
approach to designing a conceptual model for
crisis management in the sphere of foreign eco-
nomic activity. Such a model, embedded within
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the framework of security management, must not
only reflect the interrelations between managerial
actions and security elements but also systemat-
ically explain the transitional logic from threats to
decision-making.

Drawing on current academic approaches, the
model should be grounded in three core principles:

The “threat - consequence - managerial
response” logic — enabling decisions based on
causal analysis;

A systemic approach — addressing economic,
informational, technological, HR-related, and repu-
tational security in an integrated manner;

A managerial cycle of assessment — response —
monitoring — adaptation, ensuring both flexibility
and resilience of the system amid high environ-
mental turbulence.

Building upon the previous analytical sections,
an original conceptual model has been developed,
comprising three structural levels (table 1).

The proposed model functions as a closed-loop
system, in which the security environment itself
influences the organization’s capacity to respond to
emerging threats. This recursive dynamic ensures
continuous adaptation and feedback, reinforcing
the system’s resilience under volatile conditions.

The model of enterprise security environment
formation introduced in this study is distinguished
by a set of innovative methodological features that
determine both its theoretical significance and
practical applicability:

— integration: The model consolidates the prin-
ciples of crisis management and security manage-
ment within a unified managerial paradigm. This
integration ensures the coherence and consis-
tency of decision-making processes under crisis
conditions, promoting holistic responses to multidi-
mensional threats.

— scalability: The framework incorporates both
micro-level (enterprise-specific) and macro-level
(sectoral, regional, or critical infrastructure-re-
lated) threats. This multi-level adaptability enables
the model's application not only at the level of

Table 1
Conceptual model levels
Level Components Tasks
Identification of
- ; crisis threats, Situational
1. Diagnosis sensitivity analysis, | Awareness
threat classification
Making
management Resource
2. Response decisions, forming | Mobilization
crisis scenarios
Institutional, Creating a
3. Environment personnel, Sustainable
. financial and ;
shaping ; - Security
information Environment
security measures

Source: developed by author
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individual firms but also within broader economic
and infrastructural systems.

— cyclicality: The model anticipates a feedback
mechanism between implemented crisis-response
actions and the evolving security performance
of the enterprise. This reinforces its processual
nature, allowing for dynamic adjustments based on
outcomes and shifts in the risk landscape.

— adaptability: It takes into account the oper-
ational specificity of enterprises functioning under
prolonged armed conflict, multidimensional uncer-
tainty, and hybrid threats. This ensures the mod-
el's contextual relevance and enhances its effec-
tiveness in addressing the complexities of modern
external economic activity.

Conclusions. The conducted research has
clearly delineated the interdependencies among
the examined concepts within the framework of the
enterprise economic security system, particularly
in the context of foreign economic activity (FEA).
A typology of crises relevant to enterprises operat-
ing under wartime conditions and in global markets
has been developed, alongside the construction of
an assessment matrix illustrating their impact on
the key components of the security environment.

The findings indicate that military, energy, cur-
rency-financial, and informational crises exert the

most destructive influence, generating a domino
effect throughout the enterprise security system. At
the same time, the study confirms the increasing
importance of information security in maintaining
international reputational stability, protecting digital
infrastructure, and supporting trusted partnerships
within FEA.

A conceptual adaptive model for crisis man-
agement has been proposed, integrating diagno-
sis, response, recovery, and the development of a
security environment into a single, unified manage-
ment cycle. The model is based on the principles
of systematicity, scalability, and the integration of
crisis and security management, accounting for
the multidimensional risks of FEA and ensuring the
logical sequence of managerial actions amid pro-
tracted military conflict and global turbulence.

Future studies should focus on the quantita-
tive validation of the proposed model using real-
world enterprise data from companies engaged
in foreign economic operations. Further work is
also needed to develop sensitivity indicators for
crisis threats in FEA and to adapt the model at
the national level, particularly within the context
of building a national security environment and
strengthening Ukraine’s economic resilience in
international markets.
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